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Cloud Adoption Motivations

Why is the company adopting the cloud?
More than one motivation is common in most cloud adoption efforts

Critical Business Events Migrate Motivations Innovation Motivations

A Data center exit A Cost Savings A Prepare for new technical capabilities

A Mergers, acquisition or divestiture A Reduction in vendor or technical A Build new technical capabilities

A Reductions in capital expenses complexity A Scale to meet market demands

A End of support for mission critical A Optimization of internal operations A Scale to meet geographic demands
technologies A Increase business agility A Improve customer experiences /

A Regulatory compliance, data A Prepare for new technical capabilities engagements
sovereignty requirements A Scale to meet market demands A Transform products or services

A Reduce disruptions and improve IT A Scale to meet geographic demands A Disrupt the market with new products or

stability services



The value of creating cloud -ready environments

® Aligned to business priorities K Agile

@ Cloud-design considerations

®@ Adapted for cloud operating model O |

@ Ready for cloud applications — _Cuttlng_-edge
5 Innovation

©@ Adaptable to grow and expand

©@ Compliant

@ Secure



Microsoft Cloud Adoption Framework for Azure

Achieve balance

TeChnolog\’

Align business, people and technology strategy to achieve business goals withactionable,
efficient, and comprehensive guidance to deliver fast results with control and stability.



Microsoft Cloud Adoption Framework for Azure

Adopt L(|
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: A T4

: : Migrate
Define strategy Plan Ready First workload migration
Understand motivations : Digital estate Azure setup guide Expanded scenarios

: : . . . . Best practice validation
Business outcomes —_— |r;_|t|a| org?nlzatlon ——> Firstlanding zone Process improvements
Business justification alignmen Expand the landing zone Innovate
Prioritize project Skills readiness plan Best practice validation Innovation guide

Cloud adoption plan Expanded scenarios

Best practice validation
Process improvements

Govern m v HE-E
: Methodology a.nage | :
< : Benchmark Business commitments : >

Operations baseline

Initial best practice _ .
Operations maturity

Governance maturity



Azure landing zones help customers set up
their Azure environment for scale, security,
governance, networking, and identity.

Azure landing zones:
A Enable migrations and net new apps
A Consider all platform resources

A Don't differentiate between laaS or PaaS



How do you get started?

Platform Development Velocity: how
fast your cloud platform team can
develop the required skills.

Azure Landing Zones

Iterative
implementation

Foundation blueprint

Migration blueprint

Rich initial
implementation

Terraform modules

Enterprise-scale
Landing Zones




Azure landing zones

Design areas

Enterprise Enroliment

|dentity

Resource Organization

Network Topology
& Connectivity

0000

Business Continuity
& Disaster Recovery

Governance Disciplines

Deployment Options

Operations Baseline



Do you need more?

To migrate you absolutely need:

©
©
©

RBAC
Network
Naming & Tagging

But you may need a mature landing zone
configuration to ad dress:

o

©
©
©

Governance

Security

Operations

Shared foundational utilities

Enterprise Enroliment

Identity

Resource Organization

Network Topology &
Connectivity

0000

Business Continuity
& Disaster Recovery

Governance Disciplines

Deployment Options

Operations Baseline



Azure Role-Based Access Control (RBAC)

Fine-grained access control to Azure
ocontrol pl anedod
Grant access by assigningSecurity
Principal a Role at a Scope
A Security Principal: User, group, or
service principal
A Role: Built-in or custom role
A Scope: Subscription, resource group, or
resource
Assignments are inherited down the
resource hierarchy

Learn more https://aka.ms/azureiam

&) Security Principal

User

O %

Service principal

Managed Identity

>

“Actions”: [

s
“NotActions”: [
“Auth/*/Delete”,
“Auth/*/Write,
“Auth/elevate..

Contributor

@ Role definition —

Owner

Contributor

Reader

é

Backup Operator

Security Reader

User Access Administrator
Virtual Machine Contributor

Built-in

Reader Support Tickets
Virtual Machine Operator

Custom

v

—n

Marketing group

Role
assignment
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Pharma-sales resource group

Scope

Management group

Subscription

Resource group

e

Resource



https://aka.ms/azureiam

Resource Groups, Tags and RBAC

Finance/Business — @

O % 10 > ." (=] o=

Need to be able to break out Create roles with Always Tag! - %

costs by various dimensions appropriate permissions. A Owner

such as Customer, Cost

Center, Environment. A Dept. Resources in an RG
A Environment
A Application should be tagged

PP as needed.

A (Cost Center)

Best Practices on using Resource Tagsittps://azure.microsoft.com/documentation/articles/resource -group-using-tags/
Custom RBAC Roleshttps://azure.microsoft.com/documentation/articles/role -based-accesscontrol-custom-roles/
Manage tag governance with Policy: hitps://docs.microsoft.com/azure/governance/policy/tutorials/govern -tags



https://azure.microsoft.com/documentation/articles/resource-group-using-tags/
https://azure.microsoft.com/documentation/articles/role-based-access-control-custom-roles/
https://docs.microsoft.com/azure/governance/policy/tutorials/govern-tags
https://docs.microsoft.com/azure/governance/policy/tutorials/govern-tags

Tagging Decision Guide

IT Aligned Tagging Business Aligned Tagging
Primary design considerations:

Baseline operations requirements supplemented
by additive business requirements

(Dev, Staging, Prod,
etc.)

Baseline Naming Functional Classification Accounting Partnership Purpose
Conventions A Add tags that A Tags that classify the ' A Track costs A Align partners that A Aligning an asset to
A Resource naming is describe the value of an asset can | associated with count on this asset, a business function
required for any function of the VM aid in decision asset operations outside of IT can be valuable in
deployment f(cj)r ez;fsy _ making LA Example: A Example: Owner, (rjnakir]g investment
A A standardized dentification A Example: Data Department, Project, Owner Alias, ecisions
Naming Scheme is A Example: Workload, Classification (Public, ! Region, etc. Stakeholder, Power A Example: Business
t he mini mum 0Huacgon in the Private, Confidential, User, Executive Process, Business
workload (app, data, etc.), Criticality, SLA ! Criticality, Revenue
etc.), Environment Impact



Network decision guide

Evaluate each of the following concerns to identify potential services and features when modifying your blueprint

Starting from the CAF migrate landing zone blueprint

g : Underlying platform networking capabilities PaaS Only (Remove virtual
Require a virtual network? No may be sufficient for some PaaS only workloads network from blueprint)

Yes

Virtual Network (included in blueprint by default)

Yes >  Express Route
Yes Higher reliability and >1.25Gbps bandwidth?
No > VPN Gateway
—> On-premises connectivity?
. . . . —On-premises—>  Force tunnel to on -premises
Yes > Inspect outgoing traffic using on-premises or cloud device? — _
Cloud Force tunnel to Azure Firewall or 3rd party NVA
Need to connect virtual Yes Hub and Spoke / VWAN
L ices?
—> networks/subscriptions? Yes Centrally managed shared services? .
No VNet Peering
> Azure Firewall or 3rd party NVA
’ Azure Front Door
> Workloads available Yes
to untrusted networks App Gateway
or internet?
> Traffic Manager
Yes > Deploy Azure Active Directory Domain Services
: Yes > Require a managed Active Directory domain controller service? —
> Require gustom _ No Deploy custom laaS DNS VM
DNS settings?

Azure DNS

A\ 4

No



Factors that influence the right setup

Organize Azure to reflect your organization, not the other way!

Cost transparency:
A Set up a cost structure that reflects the actual usage for departments and projects
A Tagging and ownership
A Allowed resource types (policy)

Roles and responsibility:
A Who has access to what. Account owners and delegations (RBAC)
A Minimal access level to carry out the task
A Design for Partners and 3rd parties

Compliance and Security:
A Allowed locations e.g. EU (policy)
A Network and connectivity (Internet facing, or using the approved VNETS? Policy and NSG)
A Continuous Monitoring and integration to existing ITSM (Azure Monitor)



How to organize your Azure Resources

A Use the management hierarchies within the Azure platform
A Implement well-thought -out naming conventions

A Apply resource tagging
@ Management groups

Subscriptions
@ @ @ Resource groups

@ $d % W SQL Qﬂ Resources




What is Resource Consistency?

The basic foundation of all governance practices.

Achieving the right Governance starts with the correct resource organization.

—@ Management Group
Subscription

Management Groups
To reflect security, operations and
business/accounting hierarchies.

Subscriptions
To group similar resources into
logical collections.

Resource Groups

To further group applications or
workloads into deployment and
operations units.

il
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Group
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Subscription | Design considerations

Develop the Subscription, Network, Storage, Availability and Administrative models together in order to have a cohesive approach.

Services Consumed

Service (Process) Design Model

‘ Azure Account

® e ® S

Services Consumed Services Consumed

Production
Subscription

Lab
Subscrlptlon

Development
Subscription

Services Consumed

Azure Cloud Azure Cloud Azure Cloud Azure Cloud
O Automation &Service O Automation &Service O Automation AService O Automation AService
Q Operational Virtual Q Operational Virtual Q Operational Virtual Q Operational Virtual

Insights machine Insights machine Insights machine Insights machine

Traffic = ocument Traffic = ocument Traffic = ocument Traffic = ocument

Manager m DB Manager m DB Manager m DB Manager m DB

Items to look at when designing the subscription model:

Business Requirements
A Accountability
A Audit/Compliance
A Performance
A Availability & Recoverability
Technical Requirements
A Network Connectivity (shared or dedicated)
A Active directory requirements, clustering, identity, management tools

Organizational Unit Design Model

‘ Azure Account
1! |
|

I .
T HR Accounting/
1! Department Finance

1 Department

Services Consumed

Marketing
Department

O

Services Consumed Services Consumed

I
1 ( ) Azure Cloud Azure Cloud <) Azure Cloud
1 I Automation A Service O Automation A Service Automation A Service
1
1 1 Q Operational Virtual Q Operational Virtual Q Operational Virtual
1 Insights machine Insights machine Insights machine
I
1 | Traffic & ocument Traffic = ocument Traffic & ocument
| 1 Manager m DB Manager m DB Manager m DB

Security Requirements
A Who are the subscription administrators
A Least privilege model
Scalability Requirements
A Growth plans
A Allocation of limited resources
A Evolution over time (users, shared access, resource limits)



Single subscriptions vs. multiple | Considerations

A Subscriptions have different quota limits for different
resource types

A At a certain level of usage you will need to create new
subscriptions to scale out, so you need to have a strategy
for doing so

A A very crucial workflow that can slow down a lot of
organizations

ASome questions youdl |l need
A Who will be responsible for creating subscriptions?
A What resources will be in a subscription by default?

]9 &) &

Subscription A

Subscription B

Subscription C

answer .

é



Organize subscriptions

Ask yourself the following questions:
A Are there any capacity / technical limitations?

A Do we want to ensure separation of concerns? In example:
A Separation of duties
A Dev/Test Vs. Production
A Different end customers
A Different departments or business units
A Different projects

A What is the right naming convention to be used?
i.e..<Company> <Department (optional)> <Product Line (optional)> <Environment>

A Use a dedicated subscription for shared infrastructure (i.e. Azure Active Directory, monitoring
and patching toolsé). You wil/ be able to spre
app owners.



Management Group best practices

Management
Group
A Define your hierarchy based on @
organization and environment type cOrporate I
(prod, pre-prod, etc.)
A The root MG is for global configuration @
A Be careful with MG level assignments as Production Development QA

they will cascade through large chunks of
your hierarchy

Subscription
A Try not to repeat yourself. Assign
common policies and RBAC higher up
In your hierarchy
Resource

A Built-in RBAC roles for MGs Group
(MG contributor, MG reader)

A Need subscription owner access to move
to another MG

Mission
Critical




Governance MVP Considerations

Management

Group

Resource Organization Business Unit
|

Build only what you need, add

as the requirements are needed. Geography

Policies

Management Group

D, 0 @, @
Environment Environment

A Business Unit (IProduction & Non -Production Non-Production & Productlon

A Geography | | |

A Environment Subscription 9 9 9 @ @ 9 9 9

Subscription

Other Non- Non- Mission
Production Production Production Critical

Appl Appl0 @ App7

Mission
Critical

A Per Application Category

) Resource
A Pre-production Group

A Dev environments

A Production

Resource Groups



Azure Blueprints

Deploy and update cloud environments in a
repeatable manner using composable artifacts.

Management groups

4 ) >
I Role-based access controls

I Policy definitions
I ARM templates

I Resource groups 5

compose manage scale

Subscription A

Subscription B

@, Azure Blueprints

Subscription C

D

PDDD



Ready | First Landing Zone

More \
Policy [ Q
i i i ® (- ot
A Landing zone is the environment that NISTfoP8(I)6—53 ISEL Weride:
I I « UK Officia
is provisioned to host workloads Primitives
being migrated from an on -premises g @ Q Network ()
environment into Azure. : o " Partner blueprints
= |dentity
A The Cloud Adoption Framework 3 Q (5%
migrate landing zone blueprint 5 e
creates a landing zone which can be £ CAFMigrate
. 8 Landing Zone @
updated to meet your specific needs. Blueprint \
\ Storage
,: Compute

Less / @

Less Architectural complexity More




Ready | Expand the landing zone

The considerations for implementing a landing zone fall into three categories.

i

Hosting

Decisions need to be made around compute, storage, networking,
databases to help create hosting options in the landing zone blueprint.

Azure fundamentals

These are the foundational building blocks for organizing
resources in the cloud environment.

Governance considerations

Applying governance principles on each landing zone.



Ready | Recommended Practices

Leverage best practices in Cloud Adoption Framework to help your teams establish and prepare the
Azure environment. These include guidance in the areas of:

A Azure fundamentals

Networking

ldentity and Access Control

Storage
Databases

o I o I Po

Cost Management



https://docs.microsoft.com/en-us/azure/architecture/cloud-adoption/ready/considerations/fundamental-concepts
https://docs.microsoft.com/en-us/azure/architecture/cloud-adoption/ready/considerations/network-decisions
https://docs.microsoft.com/en-us/azure/security/fundamentals/identity-management-best-practices?toc=https%3A%2F%2Fdocs.microsoft.com%2Fazure%2Farchitecture%2Ftoc.json&bc=https%3A%2F%2Fdocs.microsoft.com%2Fazure%2Farchitecture%2Fbread%2Ftoc.json
https://docs.microsoft.com/en-us/azure/architecture/cloud-adoption/ready/considerations/storage-guidance
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-paas-vs-sql-server-iaas?toc=https://docs.microsoft.com/azure/architecture/toc.json&bc=https://docs.microsoft.com/azure/architecture/bread/toc.json
https://docs.microsoft.com/en-us/azure/architecture/cloud-adoption/ready/azure-best-practices/track-costs

Azure Policy | Key info

A Real time policy enforcement and at-scale
compliance assessment

A Policy evaluates all Azure resources & iR
guest VM

A Policy generate compliance events that can
be used for alerting

A Aggregated and raw compliance data are
available through API, PowerShell & CLI

A Can be used to automatically remediate
problems in your environment

Policy
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Azure Policy | Scenarios

A Restrict location or resource type (built-in)

A Inherit tags from Resource Group (see rightg )

ABl ock 6open to an®GhubNSG rul e creation (
A Enable diagnostic logs at-scale (VIVP blog)

A Security (built-in from Azure Security Center & In-Guest)


https://github.com/Azure/azure-policy/tree/master/samples/Network/deny-nsg-inbound-allow-all
https://blog.tyang.org/2018/11/19/configuring-azure-resources-diagnostic-log-settings-using-azure-policy/

